SurfProtect

®

SurfProtect is a flexible, real-time content filtering system.
Designed from conception to place you in control, it provides you with the ability to customise the
websites accessible on your internet connection and is available through three different formats:
SurfProtect Cloud is inclusive with all Exa Education connectivity services. It works by transparently
intercepting the traffic and filtering it accordingly.
SurfProtect Proxy enables you to still enjoy the extensive benefits of our SurfProtect Cloud service,
as well as basic HTTPS filtering, even if you are using an alternative Internet Service Provider for your
connectivity.
SurfProtect Fusion works in conjunction with SurfProtect Cloud. It uses a firewall in order to
implement advanced features, such as individual user filtering and reporting.

Which is right for me?

How does it work?
RECOMMENDED
CATEGORIES

Essentially it depends upon the level of control you require over your filtering policy.
SurfProtect Fusion provides a greater amount of flexibiliy than is possible with SurfProtect Cloud
and Proxy; by working in conjunction with a firewall, it enables filtering to a degree as specific as
an individual user. It is also possible with Fusion to filter secure sites (HTTPS) - something that is of
particular importance following Google’s recent adoption of HTTPS across its range of services.
Alongside providing advanced filtering, Fusion also supplies user reporting. This means that as well as
blocking access to banned sites, it provides information about the activity on your internet connection.
From which websites are being accessed in real-time, to historical logs of all website requests, you have
complete visibility.
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The easy-to-use, web-based portal provides you with the
ability to alter the settings through its simple one-click feature:
Each website is automatically assigned to a category, access to
it is then either allowed or blocked depending on the status of
that category.

OPTIONAL
CATEGORIES

Divided into two groups, ‘Recommended Categories’ (sites
which the majority of users would not want children to access)
and ‘Optional Categories’ (sites which are subjective), the lists
enable you to quicky and easily allow or block sections of the
internet as appropriate.
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SurfProtect’s default setting automatically restricts access to
the most commonly blocked web categories, so you receive
instant safety from the onset. However, this can then be
completely customised to create a filtering policy as strict or
permissive as you would like it to be.
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Simply click the box alongside the category name and a tick will
appear to indicate that it is now blocked. Click again and it will
be allowed. The real-time update feature means that within
moments your preference will be implemented.
SurfProtect’s flexibiity also means that even if a website
belongs to an allowed category, but you would like to block
access to it, you can simply enter its address into the ‘Default
Blocked list’ and it will update in real-time to overwrite the
category’s setting.

SurfProtect Cloud or Proxy is perfect for you.
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*Basic HTTPS filtering is also available with SurfProtect Proxy.
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You are also able to create different profiles for
different groups. There is no limit to the number
of profiles you can have, and each one can have a
different filtering policy. This means that you can
provide staff and students with varied degrees of
access, or make year group specific policies.
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SurfProtect Fusion is right for you.
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Did you know?
Exa is a member of the Internet Watch Foundation. The IWF was established in 1996 to provide the
UK internet Hotline for child sexual abuse content to be reported in a secure and confidential way.
The IWF publishes a list of websites which contain indecent images, advertisements for, or links
to such content. This list is automatically incorporated behind the scenes into SurfProtect twice daily
to ensure that these websites are instantly blocked and not accessible to users.
On average, SurfProtect categorises 3500 websites a day. This means that when a user requests
access to a new site that has not been seen before, it automatically assesses its content and assigns
it to the appropriate category. This takes a matter of moments, enabling users to continue their web
browsing without interruption.
A recent Cybersurvey conducted by Youthworks revealed that a significant number of students
have been exposed to offensive or dangerous material on the internet without searching for it:
• 23% have seen sites about self-harm or suicide, with girls more likely than boys to say they have
‘come across’ sites like this
• 28% have come across nude pictures or videos which they did not search for
• 28% have come across very violent images they did not search for
• 20% claim to have come across websites promoting racist views
• 23% have seen websites giving advice they think could be dangerous

Questions?
If you have any questions about
SurfProtect, or would like to learn more,
please contact us on the details below:
0845 145 1234
education@exa.net.uk
www.exa.education
www.surfprotect.co.uk

